NGINX as Proxy to Tomcat

You have nginx at the front end and tomcat hosted internally at port 8080 and you would like to bring Tomcat to the front end accessible via tomcat.sampledomain.com.

In Tomcat's serverxml, add the following connector.

serverxml

<Connect or port="9090" protocol ="HTTP/ 1. 1"
connecti onTi meout ="20000" maxThr eads="2000"
schene="htt ps"
proxyPort ="443"
redirect Port="443" />

This is how the new connector looks like below the original connector for 8080.

serverxml

<Connect or port="8080" protocol ="HTTP/1.1"
connecti onTi meout =" 20000"
redi rect Port="8443" />

<Connect or port="9090" protocol ="HTTP/ 1. 1"
connecti onTi meout =" 20000" maxThr eads="2000"
schene="htt ps"
proxyPort =" 443"
redirect Port="443" />

In nginx's configuration, add this new site configurations.

nginx site file

server {
listen 80;
server _nane tontat . sanpl edomai n. com
root / opt/tontat/ webapps/;

under scores_i n_headers on;

location / {
proxy_pass http://local host: 9090/ ;
proxy_set _header X-Real -1 P $renot e_addr;
proxy_set _header X- Forwar ded- For  $proxy_add_x_f orwar ded_f or;
proxy_set _header X- Ngi nX- Pr oxy true;
proxy_set _header X- For war ded- Prot o $scheneg;

proxy_set _header Host $htt p_host;
proxy_set _header Upgr ade $ht t p_upgr ade;
proxy_redirect of f;

proxy_http_version 1.1;
proxy_set _header Connection "upgrade";

In addition to this, you may start to notice in Joget's log file that you are getting local IP address instead of client's real IP address. We will need to add this configuration into serverxml under the host node earlier.

<Val ve cl assNane="or g. apache. cat al i na. val ves. Renot el pVal ve"
internal Proxi es="\d{1, 3}\.\d{1,3}\.\d{1,3}\.\d{1,3}"
r enot el pHeader =" x- f or war ded- f or "
pr oxi esHeader =" x- f or war ded- by"
pr ot ocol Header =" x- f or war ded- prot 0" />



Here is the complete host node in serverxml now.

<Host nane="| ocal host" appBase="webapps"
unpackWARs="t rue" autoDepl oy="true">

<l-- SingleSi gnOn val ve, share authentication between web applications
Docunent ation at: /docs/config/valve. htm -->

<l--

<Val ve cl assName="or g. apache. cat al i na. aut henti cat or. Si ngl eSi gnOn" />

-->

<Val ve cl assNanme="or g. apache. cat al i na. val ves. Renot el pVal ve"
internal Proxi es="\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}"
renot el pHeader =" x- f or war ded- f or "
pr oxi esHeader =" x- f or war ded- by"
pr ot ocol Header =" x- f or war ded- prot 0" />

<I-- Access | og processes all exanple.
Docunent ation at: /docs/config/valve. htnn
Note: The pattern used is equivalent to using pattern="comon" -->

<Val ve cl assNane="or g. apache. cat al i na. val ves. AccessLogVal ve" directory="1ogs"
prefix="Iocal host _access_l og" suffix=".txt"
pattern="% % % % "%" % %" />

</ Host >
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