Version 7.0.25

Bug Fixes and Improvements

AUl Editions

[ FIXED ] PLUG N : Plugin Manager - Plugin file change nonitor should only rel oad changed pl ugin.

[ FIXED ] SECURITY : CSRF token is passed in Form Builder preview URL.

[ FIXED ] SECURITY : Possible remote code execution using JSON paraneter in formand list grid.

[ FIXED ] CORE . Fi xed nonce verification not working when conparing different nunber of attributes.
[ FIXED ] CORE : Creating new process does not set the new process's process start white list to
admin only by default.

[ ADDED ] CORE . Progressive/ Universal / Xadm n Therme - Display userview category |abel even though
the category only has 1 nenu in it.

[ FIXED ] CORE : Fixed radio button and checkbox having outline on 1st option on focus.

[ MODIFIED ] CORE : Lazy load PushServiceUtil initialization to inprove startup speed.

[ FIXED ] SECURITY : CSRF token is passed in URL.

[ FIXED ] CORE : Mssing selected indicator when having multiple sel ect boxes.

[ FIXED ] CORE : FornmPdf Util - Correction on Gid having extra colum in header row.

[ FIXED ] CORE : FornmPdf Util - Gid having extra colum in header row.

[ FIXED ] CORE : FornPdf Util - Label with “& char does not escape correctly.

Professional, Enterprise & Cloud Editions

[ MODI FI ED ] PLUG N : Security - Possible renpte code execution using JSON paraneter in advanced grid.

[ F:jXED ] PLUG N : Security - Possible renpte code execution using JSON paraneter in formand Iist
grid.

[ MODI FI ED ] PLUG N : Updated to session-based nonce inplenentation as default to support non-sticky
sessi ons.

[ FIXED ] PLUG N . Fi xed nonce verification not working when conparing different nunber of attributes.
[ ADDED] CORE : Janux Thene - Display userview category |abel even though the category only has 1
menu init.

[ MODIFIED ] CLOUD : Updated build-cloud.xm to support MySQL 8.

[ FIXED ] SECURITY : CSRF token is passed in URL.

[ FIXED ] CORE : Protected Readonly App - "Licensed to" matches app can be edit even if you are not

the licensor.

[ FIXED ] PLUG N : Inmport Menu/Tool - Regression on Update PO to 4.1.2 for vulnerability CVE-2019-
12415 & XML Beans to 3.1.0 for vulnerability CVE-2021-23926.

Formatted cell is handled differently after changes.



	Version 7.0.25

