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isDataExist

® 7o provide the ability to integrate users from external system. E.g. Active Directory or LDAP

®  Directory Manager Plugin can be used in Settings - Directory Manager.

® A useable Directory Manager plugin must extends org.joget.directory.model.service.DefaultDirectoryManagerPlugin abstract class.

Abstract Class

org.joget.directory.model.service DefaultDirectoryManagerPlugin

®  Under wflow-directory module

®  Extended orgjoget.plugin.base.ExtDefaultPlugin. Please refer to Plugin Base Abstract Class and Interface.

®  mplemented orgjoget.plugin.property.model.PropertyEditable. Please refer to Plugin Base Abstract Class and Interface.

® A base abstract class to develop a Directory Manager Plugin

Method Detail

Abstract Methods

authenticate

public bool ean authenticate(java.lang. String usernane, java.lang.String

Method called to authenticate a particular User against the directory

passwor d)


https://dev.joget.org/community/display/DX8/Directory+Manager
http://dev.joget.org/community/display/DX8/Plugin+Base+Abstract+Class+and+Interface
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getDepartmentByld

public org.joget.directory.nodel.Departnent getDepartnentByld(java.lang.String departnentld)
Method called to retrieve a specific Department by Department Id

getDepartmentByName

public org.joget.directory.nodel.Departnent getDepartnentByNane(java.lang. String nane)
Method called to retrieve a specific Department by Department Name

getDepartmentHod

public org.joget.directory. nodel . User getDepartnentHod(java.lang. String departnentld)
Method called to return a specific HOD for a Department

getDepartmentList

public java.util.Collection<org.joget.directory.nodel.Departnent> getDepartnentList()

Generic method called to retrieve all Departments within the directory

bartmentList

public java.util.Collection<org.joget.directory.nodel.Departnent> getDepartnentList(java.lang.String sort,
java. |l ang. Bool ean desc, java.lang.|nteger start, java.lang.|nteger rows)

Method called to retrieve all Departments within the directory filtered by search parameters
getDepartmentListByOrganization
public java.util.Collection<org.joget.directory.nodel.Departnent> getDepartnentListByO ganization(java. | ang.
String organi zationld, java.lang.String sort, java.lang.Bool ean desc, java.lang.|nteger start, java.lang.
I nt eger rows)
Method called to retrieve all Departments within a specific Organization filtered by search parameters
getDepartmentsByOrganizationld
public java.util.Collection<org.joget.directory.npdel.Departnent> get DepartnmentsByOrgani zati onl d(java. | ang.
String filterString, java.lang.String organizationld, java.lang.String sort, java.lang.Bool ean desc, java.
I ang. I nteger start, java.lang.|nteger rows)
Method called to retrieve all Departments within a specific Organization filtered by search parameters
getDepartmentsByParentld
public java.util.Collection<org.joget.directory.nodel.Departnent> get DepartmentsByParent!|d(java.lang.String
filterString, java.lang.String parentld, java.lang.String sort, java.lang.Bool ean desc, java.lang.|nteger

start, java.lang.|nteger rows)

Method called to retrieve all sub Department within a specific Department filtered by search parameters

getDepartmentUserByC

public java.util.Collection<org.joget.directory.nodel.User> getDepartnent User ByG adel d(j ava. | ang. String
departnentld, java.lang.String gradeld)

Method called to retrieve a listing of Users which belongs to a specified Department and Grade

getParentDepartment

public org.joget.directory. nodel.Departnent getParentDepartnent(java.lang.String id)
Method called to retrieve a parent Department of a Department

getParentDepartmentByName

public org.joget.directory. nodel . Depart nment get Parent Depart nent ByNane(j ava. |l ang. String nane)
Method called to retrieve a parent Department of a Department by Department Name

getTotalDepartments

public java.lang. Long get Tot al Depart nents(j ava.l ang. String organi zati onl d)

Method called to retrieve the number of Departments within the directory



getTotalDepartmentnsByOrganizationld

public java.lang.Long get Tot al Depart nent nsByOrgani zati onl d(java.lang. String filterString, java.lang.String
or gani zat i onl d)

Method called to retrieve the number of Departments within a specific Organization filtered by search parameters
getTotalDepartmentsByParentld
public java.lang.Long get Tot al Depart nent sByParent|d(java.lang.String filterString, java.lang.String parentld)

Method called to retrieve the number of sub Departments within a specific Department

nployment

public org.joget.directory. nodel . Enpl oynent get Enpl oynment (j ava.lang. String id)
Method called to retrieve a specific Employment info

getEnr

loyments

public java.util.Collection<org.joget.directory.nodel.Enpl oynent> get Enpl oynents(j ava.lang. String
filterString, java.lang.String organizationld, java.lang.String departnentld, java.lang.String gradeld, java.
lang. String sort, java.lang.Bool ean desc, java.lang.Integer start, java.lang.|nteger rows)

Method called to retrieve the users' employment info within the directory filtered by search parameters

alEmployments

public java.lang.Long getTotal Enpl oynents(java.lang. String filterString, java.lang.String organizationld,
java.lang. String departnentld, java.lang.String gradeld)

Method called to retrieve the number of users' employment info within the directory
getGradeByld
public org.joget.directory. nodel . G ade get GradeByl d(java.|ang. String gradel d)

Method called to retrieve a specific Grade by Grade id

adeByName

public org.joget.directory. nodel . G ade get G adeByNane(j ava.l ang. String nane)

Method called to retrieve a specific Grade by Grade Name

public java.util.Collection<org.joget.directory.npdel.G ade> get G adeLi st ()

Generic method called to retrieve all Grades within the directory

public java.util.Collection<org.joget.directory.nodel.G ade> get G adesByOr gani zati onl d(java.lang. String
filterString, java.lang.String organizationld, java.lang.String sort, java.lang.Bool ean desc, java.lang.
Integer start, java.lang.|nteger rows)

Method called to retrieve all Grades within a specific Organization filtered by search parameters

getTotalGrades!|

public java.lang.Long get Tot al GradesByOrgani zationld(java.lang. String filterString, java.lang.String
or gani zat i onl d)

Method called to retrieve the number of Grades within a specific Organization filtered by search parameters

getGroupByld

public org.joget.directory.nodel.G oup get GoupByld(java.lang. String groupld)
Method called to retrieve a specific Group by id

getGroupByName

public org.joget.directory. nodel . G oup get GroupByNane(j ava.lang. String groupNane)

Method called to retrieve a specific Group by name

getGroupsByUserld



public java.util.Collection<org.joget.directory.nodel.G oup> get G oupsByUser|d(java.lang.String
filterString, java.lang.String userld, java.lang.String organizationld, java.lang.Boolean i nGoup, java.lang.
String sort, java.lang.Bool ean desc, java.lang.lnteger start, java.lang.|nteger rows)

Method called to retrieve a collection of Group in/not in which a user belongs to and filtered by search parameters

bupByUsername
public java.util.Collection<org.joget.directory.nodel.G oup> get G oupByUser nane(j ava. | ang. Stri ng usernane)

Method called to retrieve a collection of Group in which a user belongs to

public java.util.Collection<org.joget.directory.nodel.G oup> get G oupLi st ()
Generic method called to retrieve the entire Group listing within the directory
getGrouplList

public java.util.Collection<org.joget.directory.nodel.G oup> get G oupList(java.lang.String narmeFilter, java.
lang. String sort, java.lang.Bool ean desc, java.lang.|Integer start, java.lang.|nteger rows)

Method called to retrieve the entire Group listing within the directory filtered by search parameters
getGroupsByOrganizationld
public java.util.Collection<org.joget.directory.npdel.G oup> get G oupsByOrgani zati onl d(java.lang. String
filterString, java.lang.String organizationld, java.lang.String sort, java.lang.Boolean desc, java.lang.

Integer start, java.lang.|nteger rows)

Method called to retrieve all groups within a specific Organization filtered by search parameters

getTotalGroups

public java.lang. Long get Tot al G oups()

Method call to retrieve the number of Groups available

GroupsByOrganizationld

public java.lang. Long get Tot al G oupsByOrgani zationld(java.lang. String filterString, java.lang.String
or gani zati onl d)

Method call to retrieve the number of Groups available within a specific Organization filtered by search parameters
getTotalGroupsByUserld

public java.lang.Long get Total GroupsByUserld(java.lang.String filterString, java.lang.String userld, java.
I ang. String organizationld, java.lang.Bool ean i nG oup)

Method called to retrieve the number of Group in/not in which a user belongs to
getOrganization
public org.joget.directory. nodel. O gani zati on get Organi zation(java.lang. String id)

Method called to retrieve a specific Organization by Id

ganizationByName
public org.joget.directory. nodel.Organi zati on get Organi zati onByNanme(Stri ng nane)
Method called to retrieve a specific Organization by Name
getOrganizationsByFilter
public java.util.Collection<org.joget.directory.npdel.O ganizati on> get Organi zati onsByFilter(java.l ang.
String filterString, java.lang.String sort, java.lang.Bool ean desc, java.lang.Integer start, java.lang.

I nt eger rows)

Method called to retrieve all Organizations filtered by search parameters

talOrganizati

yFilter
public java.lang. Long get Total Organi zati onsByFilter(java.lang. String filterString)

Method called to retrieve the number of Organizations



erByDepartmentld

public java.util.Collection<org.joget.directory.nodel.User> getUserByDepartnentld(java.lang. String
departnent | d)

Method called to retrieve a listing of Users by Department id
getUserByGradeld

public java.util.Collection<org.joget.directory.nodel.User> getUserByG adel d(java. | ang. String gradel d)

Method called to retrieve a listing of Users by Grade id

erByGroupld
public java.util.Collection<org.joget.directory.nodel.User> getUserByG oupld(java.lang. String groupld)

Method called to retrieve a listing of Users by Group id

erByGroupName

public java.util.Collection<org.joget.directory.nodel.User> getUser ByG oupNane(j ava. | ang. Stri ng groupNane)
Method called to retrieve a listing of Users by Group name

getUserByld

public org.joget.directory. nodel . User getUserByld(java.lang.String userld)

Method called to retrieve a specific User by User id

erByOrganizationld

public java.util.Collection<org.joget.directory. nodel.User> getUserByO gani zationl d(java.lang. String
or gani zati onl d)

Method called to retrieve a listing of Users by Organization id

getUserByUsername

public org.joget.directory. nodel . User getUserByUsernane(java.lang. String usernane)
Method called to retrieve a specific User by Username

getUserList

public java.util.Collection<org.joget.directory.nodel.User> getUserList()
Generic method called to retrieve the entire User listing within the directory

getUserList

public java.util.Collection<org.joget.directory. nodel.User> getUserList(java.lang.String naneFilter, java.
lang. String sort, java.lang.Bool ean desc, java.lang.|Integer start, java.lang.|nteger rows)

Method called to retrieve the entire User listing within the directory filtered by search parameters
getUsers
public java.util.Collection<org.joget.directory.npdel.User> getUsers(java.lang.String filterString, java.
I ang. String organi zationld, java.lang.String departnentld, java.lang.String gardeld, java.lang.String
groupld, java.lang.String roleld, java.lang.String active, java.lang.String sort, java.lang.Bool ean desc,
java.lang. I nteger start, java.lang.|nteger rows)

Method called to retrieve the users within the directory filtered by search parameters
getTotalUsers

public java.lang.Long get Total Users()

Method called to retrieve the number of Users available

Users
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public java.lang.Long getTotal Users(java.lang.String filterString, java.lang.String organi zationld, java.
lang. String departnmentld, java.lang.String gardeld, java.lang.String groupld, java.lang.String roleld, java.
lang. String active)

Method call to retrieve the number of Users available within the directory filtered by search parametersisUserinGroup



isUserinGroup
public bool ean isUserl nG oup(java.lang. String usernane, java.lang.String groupNane)

Method called to check if a User belongs to a specific Group

JserDepartmentUser

public java.util.Collection<org.joget.directory.npdel.User> getUserDepartnentUser(java.lang. String usernane)
Method called to retrieve a listing of Users which belongs to the same Department as the specific Username

getUserHod

public java.util.Collection<org.joget.directory.npdel.User> getUserHod(java.lang. String usernane)

Method called to retrieve a listing of HODs in which a specific User reports to

getUserSubordinate
public java.util.Collection<org.joget.directory.nodel.User> getUser Subordi nate(java.lang. String usernane)

Method called to retrieve a listing of all the subordinates which reports to a specific User

sersSubordinate

public java.util.Collection<org.joget.directory.nodel.User> getUsersSubordi nate(java.lang. String usernang,
java.lang. String sort, java.lang.Bool ean desc, java.lang.Integer start, java.lang.|nteger rows)

Method called to retrieve a listing of all the subordinates which reports to a specific User filtered by search parameters

otalUsersSubordinate

public java.lang.Long get Tot al User sSubor di nat e(j ava. | ang. String usernane)

Method called to retrieve the number of subordinates which reports to a specific User
getUserRoles
public java.util.Collection<org.joget.directory.npdel.Rol e> getUserRol es(java.lang. String usernane)
Method called to retrieve the Roles belonging to a specific User by Username
Utility Methods
getDirectoryManagerimpl
public org.joget.directory.nodel.service.DirectoryManager getDirectoryManager!|npl (java.util.Mp properties)

Used by System to retrieve a directory manager implementation

Interface

org.joget.directory.model.service.UserSecurityFactory
®  Under wflow-directory module
® Aninterface that can be implement by a DirectoryManager implementation to provide a UserSecurity implementation

Method Detail

Interface Methods

getUserSecurity
public org.joget.directory.nodel.service.UserSecurity getUserSecurity()

Method to return a UserSecurity implementation to enhance the user security

org.joget.directory.model.service.UserSecurity

®  Under wflow-directory module

® |nterface for user security enhancement.



®  Used to extend the ability of Directory Manager Plugin when managing local user directory.

® Animplementation need to return through the getUserSecurity method in a Directory Manager plugin.

Method Detail

Interface Methods

rtyOptions

public java.lang. String getPropertyOptions()
Get JSON property options to embed into the property options of Directory Manager Plugin

setProperties

public void setProperties(java.util.Mp<java.lang.String, java.lang.Oject> properties)
Set properties to use in User Security Implementation

getProperties

public java.util.Mp<java.lang.String, java.lang. Object> getProperties()

Get properties to use in User Security Implementation

getDisableHashLogin

public java.lang. Bool ean get Di sabl eHashLogi n()

Disable Hash Login?

2ssionTimeout

public java.l ang. Bool ean get Al | owSessi onTi neout ()

Allow Session Timeout?

orceSessionTimeout
public java.l ang. Bool ean get For ceSessi onTi neout ()
Force Session Timeout?
getAuthenticateAllApi
public java.lang. Bool ean get Aut henti cat eAl | Api ()
Authenticate all API?
encryptPassword
public java.lang. String encrypt Password (java.lang. String usernane, java.lang. String password)

Encrypt Password with custom methodology

verifyP.
public java.lang. Bool ean verifyPassword (org.joget.directory.nodel.User user, java.lang.String password)
Verify Password with custom methodology.
passwordPolicies
public java.util.Collection<java.lang. String> passwordPolicies ()
To get a set of password policies to display in user profile form.
validatePassword

public java.util.Collection<java.lang.String> validatePassword (java.lang. String usernane, java.lang.String
ol dPassword, java.lang. String newPassword, java.lang.String confirnPassword)

To validate password format and validity.

Return Collection of error message String.

JserOninsert



public java.util.Collection<java.lang. String> validateUserOnlnsert(org.joget.directory. nodel.User user)
To validate user before insert to database
Return Collection of error message String.

validateUserOnUpdate

public java.util.Collection<java.lang. String> validateUser OnUpdat e(org. j oget. directory. nodel . User user)
To validate user before updating
Return Collection of error message String.

validateUserOnProfileUpdate

public java.util.Collection<java.lang. String> validateUser OnProfil eUpdate(org.joget.directory. nodel . User
user)

To validate user before updating profile
Return Collection of error message String.
insertUserPostProcessing
public void insertUserPostProcessing(org.joget.directory.nodel.User user)

Processing after a user is added.

updateU ostProcessing

public void updat eUser Post Processi ng(org.joget.directory. nodel . User user)

Processing after a user is modified.

updateUserProfilePostProce
public void updat eUser Profil ePost Processi ng(org.joget.directory.nodel . User user)

Processing after a user profile is updated.

vordResetPostProcessing

public void passwor dReset Post Processi ng(org.j oget.directory. nodel . User user)
Processing after a user password is reset.

deleteUserPostProcessing

public void del et eUser Post Processi ng(j ava. |l ang. Stri ng usernane)

Processing after a user is deleted.

"FormFooter

public java.lang. String getLogi nFornfFooter ()

HTML to add below login form

erCreationFormFooter
public java.lang. String get User Creati onFor nfoot er ()
HTML to add below user creation form
getUserEditingFormFooter
public java.lang. String get User Edi ti ngFornfFoot er (org.joget.directory. nodel . User user)
HTML to add below user editing form
getUserProfileFooter
public java.lang. String getUserProfil eFooter(org.joget.directory. nodel.User user)

HTML to add below user profile form

UserDetailsButtons



public java.lang. String getUserDetail sButtons(org.joget.directory.nodel.User user)

HTML to extend user details page button

public void | ogi nPreProcessing(org.joget.directory.nodel.User user, java.lang.String password)
Processing before user login authentication
loginPostProcessing

public void | ogi nPost Processi ng(org.joget.directory.nodel.User user, java.lang.String password, java.lang.
Bool ean | oggedl n)

Processing after user login authentication.
requestPostProcessing
public void requestPost Processi ng()
Processing after HTTP Request Completed.
sDataExist
public bool ean isDataExi st (java.lang. String usernane)

Check whether a custom security data is exist for a user.

Plugin Properties Options

®  please refer to Plugin Properties Options for more information.

Tutorials

®  Guideline for Developing a Plugin

Related Community Plugins

®  Not Available
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