Handling Permissions for Custom User Object Attributes in LDAP or AD

Description

Active Directory schemas often comes with a plethora of customizations to cater to the specific requirements of an organization.

The sample code snippet below can be used in Bean Shell Permission, to retrieve the values of your custom user object attribute, to perform permission logic.
This guide is applicable for all permission types, e.g: Form Permission, Userview Category Permission, etc.

import java.util.Mp;

import org.joget.directory. nodel . User;

i nport org.joget.plugin.ldap. nodel . User LDAPI npl ;
i mport javax.nam ng.directory. Attri butes;

public bool ean isAuthorized(User user, Map parans) {

/*
'user' paraneter is current user

‘user' paraneter is of User object, UserLDAPI npl extends User
*/

/'l Check if current user is not anonynous & current user belongs to AD user
if (user !'= null && user instanceof UserLDAPInpl) {

// Cast 'user' object to UserLDAPI npl
User LDAPI npl | dapUser = (User LDAPI npl) user;

/'l Re-use nethod getAttributes() to get user details
Attributes attrs = | dapUser.getAttributes();

/] Change the attribute nane here to suit your requirenments
String attributeName = "cn";
if (attrs.get(attributeName) != null) {

//This is howto retrieve attribute val ues
Systemout.printin(attrs.get(attributeNanme).get().toString());

/*
Perform your permssion logic for AD users here
*/

} else if (user !'= null && !(user instanceof UserLDAPImpl)) {

/*
Handl e pernission logic for non-AD users
*/
} else {
return false;
}
}
//call isAuthorized method with injected variable

return isAuthorized(user, requestParans);
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